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Outline

* Next-Next-Generation Wi-Fi
— Very brief history up to Wi-Fi 6/6E

— Wi-Fi in the next ten years
* Trends, motivations, use cases, new technological features

e Special Focus:

— Time Sensitive Networking, Ultra-Low Latency for Wi-Fi
* |deas, concepts, and techniques for low/predictable latency
* Special focus on “scheduled access” for Wi-Fi
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Next-Next-Generation Wi-Fi




Very Brief History Up To Wi-Fi 6/6E (1)

e Initial standardization as IEEE 802.11 (derived from even earlier ALOHA protocol; includes WEP for security)
1 or 2 Mbps in 2.4 GHz spectrum, 22 MHz bandwidth, £ 100 m
“Wi-Fi” trademarked in 1999 by the Wi-Fi Alliance ; integrated into Apple iBook as “AirPort” in 1999

IEEE Std.
802.11-1997

e .113-1999 : £ 54 Mbps in 5 GHz spectrum, < 20 MHz bandwidth, £ 120 m (OFDIV)
e . 11b-1999 : <11 Mbps in 2.4 GH spectrum, < 20 MHz bandwidth, £ 140 m
e . 11g-2003 : £54 Mbps in 2.4 GHz spectrum, £ 20 MHz bandwidth (extended rates in 2.4 GHz)

e .11i-2004 : Security (WPA2) J

e .11e-2005 : QoS

802.11-2007

e .11n-2009 (“Wi-Fi 4”) : £ 600 Mbps in 2.4 GHz & 5 GHz, £ 40 MHz bandwidth, £ 250 m (VIO < 4 streams)
Nl « .11k : RRM : ; .11v : network management ; .11r : fast roaming/handoff ; .11s : Mesh ; .11p : Vehicular (WAVE)

[5]5,7% [5]
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Very Brief History Up To Wi-Fi 6/6E (2)

ke © .11n-2009 (“Wi-Fi 4”) ... (continued from last page)

J

e .11ac-2013 (“Wi-Fi 5”) : £3.5 Gbps in 5 GHz spectrum, £ 160 MHz bandwidth, < 8 streams (IVIU-MIMO DL, BF)\
e .11ad-2012 : £ 6.7 Gbps in 60 Hz spectrum, £ 2160 MHz bandwidth
CORPINEY o  113f-2013 : TV whitespace (VHF, UHF using cognitive radio)

J

e .11ah-2016 (“Wi-Fi HaLow”) : low power, extended range, license-exempt 900 MHz spectrum
e .11aj-2018 : supports China mmWave in 45 GHz spectrum
e .11ai-2016 : fast initial link setup ; .11aq-2018 : pre-association discovery of services

.11ax-2019 “Wi-Fi 6” : £9.6 Gbps in 2.4 & 5 GHz spectra, < 160/80+80 MHz bandwidth, < 8 streams, < 120 m
e .11ax-2020 : supports 6 GHz spectrum (“Wi-Fi 6E”)
COZRNEYIPAY o Also introduced in .11ax: OFDMA, MU-MIMO UL, TWT, BSS Coloring

New “generation” every 576 years. What’s next?

i~ [5]5,7% [5]
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Next-Next-Generation Wi-Fi
Wi-Fi in the next ten years




Different “Dimensions” for Improving Wi-Fi

e Single user e Low latency e Authentication e Smoother/ e Smarter
speed e Predictable e Encryption faster/ smarter network
e Aggregate latency e Privacy handoff selection
speed protection e Faster network e Faster service
e Rate vs. Range (re)entry discovery
Specific
e Spectral e User device e Different e Mesh e Media
efficiency density frequency e Inter-op streaming,
e Energy e Network/base bands loT, location
efficiency station positioning,
density sensing, ...

N
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Next-Generation Wi-Fi

CAUTION: not every
candidate feature will
make it into 802.11be

* Primarily being developed in P802.11be

"Needs" callouts:

e 4K/8K video e 320 MHz channel bandwidth
e VR/AR e Non-contiguous spectrum (efficiency)
e Gaming e Multi-band, multi-channel aggregation
e Remote Office e 16 stream MIMO
e Cloud Computing e Multi-AP coordination
e Improved integration with Time e Enhanced link adaptation/

Sensitive Networks (TSN) retransmission (e.g., Hybrid ARQ)

e Adaptation for 6 GHz regulatory rules

Reference: IEEE P802.11be PAR

N\
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Next-Generation Wi-Fi

* Translating “needs” to technical requirements

"Needs" callouts:

e 4K/8K video

e VR/AR

e Gaming

e Remote Office

e Cloud Computing

e Improved integration with Time

Sensitive Networks (TSN)

&1 BAWMAN

} “higher speed”

 “lower latency”

Copyright © 2022 BAWMAN LLC

How to lower latency?

How to increase speed?

Reference: IEEE P802.11be PAR
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“Next-Next-Generation Wi-Fi” 10 #aas:
o



How to Increase Speed? (1)

e ... for asingle user or aggregate speed in a network?

e Wider channels

802.11b/g 802.11n (2009) 802.11ac (2013) 802.11ax (2019) 802.11be(?)

(1999)

® 240 MHz?
® 320 MHz?

¢ 80+80 MHz

* 80 MHz
¢ 160 MHz

— Effect is multiplicative (it you can use it)
— 2x channel bandwidth =» 2x bits/second (zll else being equal)
— Limited in 2.4 GHz spectrum (not enough bandwidth to begin with)

N
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How to Increase Speed? (2) Brief History:

e 2.4 GHz available since 1997
More freq uency Spect ra e 5 GHz available since 1999

20 MHz “é 60 MHz usable in the USA
24GHz ML 380 MHzusable some other parts of the world | 6 GHz available since 2020

20 Wi llllllll AAAAMAAAAAAAA AMAA

5GH
% some “.‘ .‘.... “ e
50 M «——— 500 MHz available in 5 GHz band
160 MHz ;’_'_’ ____________________________________________________________ | 1200 MHz available in 6 GHz band
5170 53:30 54’90 5730 5735 5835 l
MHz MHz MHz MHz MHz MHz
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5925 7125
MHz MHz

Not shown: sub-1GHz, licensed bands, 45 GHz, 60 GHz. Graphics not drawn to scale.
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H oW to I ncrease S pEEd ? (3) Complications with “more spectra” ...

* Depend on requlatory bodies (e.qg., FCC)
e Demand on hardware

M ore freq uen Cy S p eCt ra ... = material cost, power, form factor ...
* Available # usable (interference)
2omrz @ABE 60 ViHZ usable in the USA Why 160 MHz # 80+80 MHz
24GHz . ‘% 80 MHz usable some other parts of the world — 320 MHz as 160+160 MHz
- 240 MHz as 160+80 MH:z

can, M llllllll AbAAAAAAAAAAA AMMR
owe @ @ M M r Y Y Y Y Y vy
oz QI ‘ ‘ ‘ ‘ -

<«——— 500 MHz available in 5 GHz band

160 MHz P SN | 1200 MHz available in 6 GHz band
5170 53:30 54:90 5730 5735 5835
MHz MHz MHz MHz MHz MHz l

san, M llllllllllllllllllllllllllllllllllllllllllllllllllllllll
Y Y Y Y Y VY Y Y YY VY YYYVYYYYYYYYYVYVYVYY
wwe I 4D A 4D D 4D A 4D 4D 4D D 4D A A
160 MHz /_\ /_\ /_\ /’\ /_\ /_\ /\

5925 7125
MHz MHz

Not shown: sub-1GHz, licensed bands, 45 GHz, 60 GHz. Graphics not drawn to scale.
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How to Increase Speed? (4)

* More sophisticated modulation schemes ...

802.11b 802.11a/g/n 802.11ac
<11 Mbps < 65 Mbps/stream < 78 Mbps/stream

802.11ax 802.11be(?)

<143 Mbps/stream

¢1024-QAM *+4096-QAM(?)

... Signal-to-noise ratio permitting

* More spatial streams, MIMO ...

= -

802.11a/b/g 802.11n/ac 802.11ax 802.11be(?)

=

e < 8 streams
¢ Uplink MU-MIMO

e <4 streams
e Downlink MIMO

e 1stream e <16 streams (?)

... more streams =» more hardware

~ =
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How to Increase Speed? (5)

* More transmit power
— Spoiler:
* We already transmit at regulatory maximum for unlicensed spectrum

e To raise the regulatory maximum involves more than Wi-Fi

~ oD
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How else to Increase Speed? (6)

e Recall from earlier slide ...

320 MHz channel bandwidth
Non-contiguous spectrum (efficiency)
Multi-band, multi-channel aggregation
16 stream MIMO

Multi-AP coordination

Enhanced link adaptation/
retransmission (e.g., Hybrid ARQ)

Adaptation for 6 GHz regulatory rules

%7 BAWMAN

Copyright © 2022 BAWMAN LLC

Multi-Link Operation (MLO)

Maintain association over multiple channels and/or

multiple bands simultaneously

Can send data for same source-destination pair
over multiple channels and/or multiple bands
simultaneously

Each “link” may carry the same or different data
— Different data: increases aggregate transmission speed
— Same data: lowers error rate (indirectly improves
effective goodput)
Opportunistic link selection
— For time-sensitive application, opportunistically choose
the first available link
Requires substantial architectural change
— MAC layer split into two

“Upper MAC” maintains legacy abstraction for higher
layer & performs link selection and aggregation
operations

— “Lower MAC” takes care of legacy-like single-link
operation with the PHY

=

“Next-Next-Generation Wi-Fi” 16
o

=



Jeqapis

Multi-Link Device (MLD) Operational Concept

Multi-Link Capable Sender Multi-Link Capable Receiver
oeees tink 1 | ——m— /@ @ — ... :
: U Lower e.g. Ch.157 in 5 GHz Lower Upper MAC :
... Upper MAG ower | py | | 9. ©n.1571n 5 &R 2|, ery | towe ... Upp L
§ T #1 #1 # #1 N 2
T|: 9. | L0 &
§1: 8 | | e “ | Lo |
AN | i ™ &
21:0: o
: : Ly ' . Q
=) < common queue Iﬁxce;r P:zY H —I» P:QY ,;Xgr common queue =)
, #2 Link #2 #2
""" e.g. Ch.15in 6 GHz
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Next-Next-Generation Wi-Fi (“Wi-Fi 877) (1)

* How to lower latency? (Defer to later half of this presentation.)

* What else are being considered for future Wi-Fi beyond .11be?

— Candidate features originally called out for consideration for .11be
but do not make it into .11be may be reconsidered for “next-next-
generation” after .11be

— What other big areas are being considered beyond .11be?

i~ [5]5,7% [5]
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Next-Next-Generation Wi-Fi (2)

 What else are being considered for future Wi-Fi beyond .11be?

Positioning Enhancements Enhanced Broadcast Services

e Time-of-Arrival (ToA) based e Use light waves e [nfo announcement
positioning (800nm~1000nm) for Wi-Fi systems (e.g., airports,

e “location guidance to communications stadiums)
product on a specific shelf” e > 10 Mb/s single link e Sensor info collection (e.g.,
(~decimeter accuracy) throughput asset tracking)

e Works in “crowded metro e Solid state light sources e Non-safety related
stations and stadiums” transportation applications
environments e Multi-media broadcast

e “Non-AP ... peer-to-peer”

(S5 ]
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Next-Next-Generation Wi-Fi (3)

 What else are being considered for future Wi-Fi beyond .11be?

e \/2X: “vehicle to everything” e Use channel measurements to e MAC address randomization
e Updates V2X-related provisions “characterize the environment” e Protect users from “user
to take advantage of PHY/MAC e “presence detection” tracking” & “user profiling”
advances since 802.11-2016 e “gesture classification” attacks
* 5.9 GHz & 60 GHz bands e Think “motion sensor” using
e 2x speed at MAC layer Wi-Fi
e Longer range (3 dB lower
sensitivity)

&) BAWMAN Copyright © 2022 BAWMAN LLC
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Next-Next-Generation Wi-Fi (4)

 What else have been suggested for future Wi-Fi beyond .11be?

Direct Link / Tethering for Wearables

e "Wearable" devices have very limited Wi-Fi AP
battery capacity

e Allow "wearables" to offload energy-
intensive computation to a more generously
powered device

e "Wearable" connects to another non-AP
station (which provides computing power)
which in turn connects to an AP
» Not "ad-hoc" network in the traditional sense
» May need very low/predictable latency

N
"' BAWMAN Copyright © 2022 BAWMAN LLC

Non-AP station
(e.g., smartphone)

with bigger battery
provides computation

“Wearable” smart
devices with
tiny batteries

offload computation

(S5 ]
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Next-Next-Generation Wi-Fi (5)

 What else have been suggested for future Wi-Fi beyond .11be?

Artificial Intelligence /

Machine Learning (Al/ML) Cryptographic Blockchain

e (Not talking about Al/ML-enhanced e Incorporate blockchain concepts/
management of Wi-Fi networks from a techniques into Wi-Fi
centralized controller/cloud — this is e Examples:
already commercially available today) > Access control: use blockchain to prove
e Incorporating Al/ML into Wi-Fi stations existence of user without exposing
to improve low-level functions identity of user
> E.g., beam-forming, channel estimation, » Use "proof of work" in place of
MU-MIMO resource scheduling exponential backoff

N
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Next-Next-Generation Wi-Fi (6)

* Other miscellaneous areas of focus suggested for future Wi-Fi
— Ultra High Reliability
— Business-to-Business use cases
* Industrial loT, robotics
— Wi-Fi to support Al
— Energy efficiency
— Energy harvesting by loT devices

— Public safety driven wireless priority service
* Prioritization by user
e Support for preemption

— etc.

~ EiEE
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Next-Next-Generation Wi-Fi
from Contention to Scheduled Access




General Attitude Towards Latency

General attitude towards latency:

* Reduce latency as much as possible

* Where latency cannot be further reduced
=>» try to make it “predictable”

~ EiEE
"' BAWMAN Copyright © 2022 BAWMAN LLC “Next-Next-Generation Wi-Fi” 25 El 5



What Contributes to Latency

* Queueing delay
* Contention delay

* Multi-hop forwarding:

— Store-and-Forward delay

New data packets
go into a queue

"queueing"

— Each hop adds to every type of delay

"queueing" "contention”

&1 BAWMAN

"queuei

"contention"

Copyright © 2022 BAWMAN LLC

Transmit only when
channel is "available"

"contention"

"queuei

"contention"

@ E
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Jeqapis

Dealing with Queueing Delay

* Queue develops when data come in faster than can be sent out

— Three ways to deal with queueing delay:

« @D Send data out faster

* O Get the data generator to slow down

— Or “back pressure” the up-stream node

e ® Use multiple queues and prioritize

Slow down the "input"

"queueing"

Use multiple queues and prioritize

""""""" > Speed up the "output"
“contention"

(S5 ]
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Dealing with Contention Delay

* When multiple devices want to transmit on the same channel,
they have to “take turns”

=>» All devices have to wait, some wait longer than others

~ EiEE
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Ways to Reduce Contention Delay (1)

* Make more frequencies/channels available for Wi-Fi
=>» Spread devices across more frequencies/channels
=>» Fewer devices on each channel

=>» Fewer devices contending to transmit

=» Reduce contention wait times for all

~ oD
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Ways to Reduce Contention Delay (2)

e How does Wi-Fi "contention" work?
— Technical acronym: CSMA/CA

— Before transmit, check if the channel is being used ("carrier sense"
* |f channel is not being used, transmit
* Else wait a random amount of time before checking again

~ EiEE
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Ways to Reduce Contention Delay (3)

* Reduce the probability of failed "carrier sense”

— Statistically reduce the amounts of wait times

* How reduce the probability of failed "carrier sense"?

— Clear the channel faster

* Increase speed, finish transmission faster

— Take advantage of Multi-Link Operation (MLO)

* Having multiple links to choose from improves the odds of finding a clear
channel

~ EiEE
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Store-and-Forward Delay

e Store-and-Forward :

— Receive an entire packet before sending it towards to the next hop
« =» Have to wait for the entire packet before sending it out to the next hop
 What if we do not wait for the entire packet?

 Cut-Through Forwarding :

— Do not wait for the entire packet before starting forwarding

 Start forwarding as soon as enough of the header has been received and decoded to
determine the next hop

~ EiEE
"' BAWMAN Copyright © 2022 BAWMAN LLC “Next-Next-Generation Wi-Fi” 32 El 5



Jeqapis

Reliability, Retransmission, and Effective Latency

* Latency is effectively increased when a transmission is corrupted
— Receiver has to wait for retransmission to get the data

* Reduce error/retransmission =» reduce effective latency

— Can reduce error/retransmission by

* Using more conservative coding/modulation scheme
e Add forward error correction info

* Hybrid Automatic Repeat Request (HARQ)
— Use more aggressive coding/modulation scheme
e =» maintain higher throughput when there is no error (no retransmission needed)

— Retransmit only the error correction info
« =» reduce the amount of data to be retransmitted when there are errors

N\
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From Contention to Scheduled Access

* Reducing latency aside ...
e ...can we try to make latency more predictable?

 What if we try to move away from "contention" based access
and work towards some form of "scheduled" access?

— What “scheduled access” mechanisms exist within Wi-Fi today?

— What are the issues/limitations?

(S5 ]
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Jeqapis

802.11ax Multi-User Uplink Capabilities

* A hint of “scheduled access” is implied within 802.11ax’s OFDMA
multi-user (MU) uplink (UL) capabilities

— In infrastructure mode, the AP transmits “Trigger” frames to invite
multiple devices to simultaneously transmit

* “Trigger” frame contains information telling each invited device its individualized
parameters to use to transmit uplink data

— MU-RTS/CTS procedure to protect large MU transmissions

~ oD
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Existing “Scheduled Access” Mechanism within Wi-Fi (1)

e Target Wake Time (TWT)
— introduced in 802.11h, may leverage 802.11ax MU capabilities

* Allow devices and the AP to reach agreement ahead of time on
when the devices will next get to receive/transmit data in the
future

— Original intention is to help devices conserve energy

* Allow devices to "sleep" (go into some form of power-saving mode) and only
"wake" when it comes time to receive/transmit data again

* Meant to accommodate low duty cycle Internet-of-Things (loT) applications

~ EiEE
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Target Wake Time (TWT) (1)

* High level TWT basics:

— Only works in infrastructure mode

* |.e., there is an Access Point (AP)

— The AP provides a manner of centralized control for scheduling

— Works within a Basic Service Set (BSS) O
« Among the AP and devices attached to that AP L @
— Two types of TWT agreements -

* Individual TWT agreements
* Broadcast TWT agreements

— Nominally schedule with "microsecond" precision

~ EiEE
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Target Wake Time (TWT) (2)

* Individual TWT Agreements
— A device may ask to make a TWT agreement with the AP just for itself

— Standard allows a device to have up to 8 TWT agreements at a time
— A TWT agreement may allow periodic access

 Broadcast TWT Agreements
— AP can set up TWT agreements for groups of devices
— Use Beacon frames to convey Broadcast TWT Agreement info
— Devices can request to participate in an existing Broadcast agreement

~ oD
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Target Wake Time (TWT) (3)

* Can use TWT with other 802.11ax multi-user capabilities

normal contention —--—- ».4— o iaibatb it TWT service period - ¢ — = ——— >;4 ----- — normal contention
- . > time
e Further refmement of TWT expected in P802 11be
normal contention —--—- P TWT service period -—————-—- e — normal contention
ongoing transmission i |
> time

— Restricted Target Wake Time (rTWT)

* Up to 802.11ax, standard does not prohibit transmissions that started before
a TWT service period to end before a TWT service period starts

— Ongoing transmissions may prevent devices from using their TWT service periods

 rTWT is meant to correct this oversight

— Requires devices that implement rTWT to end non-TWT transmissions before the start of
the nearest TWT service period

~ oD
"' BAWMAN Copyright © 2022 BAWMAN LLC “Next-Next-Generation Wi-Fi” 39 El 5



Target Wake Time (TWT) Limitations (1)

* |s TWT/rTWT enough to move away from “Contention”?

— Answer: NO

— Standard does not (yet) require the AP to guarantee that its TWT
agreements for different devices to not “overlap”
* |In case of overlap, devices may still have to resort to “contention”

~ EiEE
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Target Wake Time (TWT) Limitations (2)

e Recall we noted in an earlier slide:
* High level TWT basics:

— The AP providesa-manner-efcentralized control for scheduling
~Works within a Basic Service Set (BSS)
 Among the AP and devices attached to that AP

| ]
-
G0 (B D (GD) But the real world have many deployments
where multiple Basic Service Sets overlap!
0 ol O

N\ oD
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Issues & Challenges with “Scheduled Access” (1)

* Cross BSS (multi-AP) coordination
— How to coordinate access schedules across multiple APs?
-

. o =i
* Time synchronization i

|;|EI

1

y . . . : B
— “Scheduling” implies having a common time reference
e Within one BSS, the AP can provide that common time reference 0 O

— Across multiple Basic Service Sets
* How to synchronize time across multiple APs?

~ oD
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Issues & Challenges with “Scheduled Access” (2)

* Three approaches to cross BSS (multi-AP) coordination

Over-the-Air Coordination

* May be solved within 802.11

e Develop additional provisions
to allow multi-AP coordination
strictly within Wi-Fi standard

&) BAWMAN

Over-the-Backhaul Coordination

(CD) J_

=) (wired backhaul)

May be solved within 802
Security/firewall may be an
issue

Wirelessly overlapping APs
may not connect to the same
backhaul network

May be good only for

controlled environments
Copyright © 2022 BAWMAN LLC

Use Centralized Controller

Controller or Network
Management System

\.
",

4/‘
./-

Out of scope for 802/IEEE
Proprietary systems like this
exist today

Wirelessly overlapping APs
may not connect to the same
controller

May be good only for

controlled environments .

“Next-Next-Generation Wi-Fi” 43
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Issues & Challenges with “Scheduled Access” (3)

* Time synchronization across BSS (multiple APs)

Over-the-Air Sync

* May be solved within 802.11
e Develop additional provisions
to allow multi-AP time sync

strictly within Wi-Fi standard

 What about GPS?
* Expensive hardware

* No signal in many places

¢/ BAWMAN

Over-the-Backhaul Sync

(CD) J_

=) (wired backhaul)

May be solved within 802
Security/firewall may be an
issue

Wirelessly overlapping APs
may not connect to the same
backhaul network

May be good only for

controlled environments
Copyright © 2022 BAWMAN LLC

Use Time Server(s)

Time Server
(e.g., NTP)

\.
",

4/‘
./-

Out of scope for 802/IEEE
Wirelessly overlapping APs
may not connect to the same
time server

May be good only for
controlled environments

us precision is hard to do!

T
|
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Issues & Challenges with “Scheduled Access” (4)

* Legacy devices
— Older devices may not implement 802.11ax, TWT, or rTWT

— As administrative policy: AP may be configured to refuse to let
devices that lack certain capabilities from joining a network/BSS.

* Legacy APs
— Older APs may not implement 802.11ax, TWT, or rTWT

— In controlled environments
, the administrator may ban the deployment of

APs that lack certain capabilities

(S5 ]
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Issues & Challenges with “Scheduled Access” (5)

* Can we block older devices that do not support “scheduled
access”?

— For example:

* Develop standard provisions that prohibit devices/APs that lack certain
capabilities from using certain frequency bands

* Couple with certification programs to certify devices/APs that implement
certain capabilities correctly

~ EiEE
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Issues & Challenges with “Scheduled Access” (6)

* Unlicensed radio frequencies

— Used also by non-Wi-Fi devices

— Even after we solve all the issues with Wi-Fi standard and Wi-Fi
product certification programs ...

~ EiEE
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Next-Next-Generation Wi-Fi
from Contention to Scheduled Access




